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Abstract. Blockchain has become a pervasive technology in a wide
number of sectors like industry, research, and academy. In the last decade
a large number of tailored-domain problems have been solved thanks to
the blockchain. Due to this reason, researchers expressed their interest
in combining the blockchain with other well-known technologies, like
Semantic Web. Unfortunately, as far as we known, in the literature no
one has presented the different scenarios in which Semantic Web and
blockchain can be combined, and the further benefits for both. In this
paper, we aim a providing an in-depth view of the beneficial symbi-
otic relation that these technologies may reach together and report the
different scenarios that we have identified in the literature to combine
Semantic Web and blockchain.
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1 Introduction

In the last decade the blockchain technologies have become a pervasive in our
world [1]. Sectors like finance, security, IoT, or public services have benefited from
the quantum leap that block chain has brought [2]. The wide range of domains
in which this technology has been used has led researchers to elicit and analyse
the problems and challenges related to the use of blockchain technologies [3].

One of the interests that researchers have shown lately is to combine the
Semantic Web and blockchain technologies [4,4,5]. The reason of this interest
relies on the symbiotic relationship that enhances both technologies, and the
potential that can be reached combining them [6]. As far as we known current
literature focuses mainly in applications that rely on blockchain and Semantic
Web, with the exception of English et al. who presented the only article that
analyses the benefits of combining these technologies [7]. The work of English
et al. provides an overview of what the Semantic Web can do for the blockchain
and vice-versa, nevertheless their work focuses on covering a large number of
topics, and not only the benefits, and thus, they lack of an in-depth analysis of
the benefits and the scenarios in which both technologies are combined.

In this paper we aim to extend the work of English et al. [7], by providing
an in-depth analysis of the benefits that blockchain may find by relying on
Semantic Web and vice-versa. In addition, our goal is to provide an overview
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of the different scenarios and approaches to combine blockchain with Semantic
Data by analysing the advantages and disadvantages of the different scenarios.

The rest of this article is organised as follows: Sect.2 introduces the key
concepts of the blockchain and the Semantic Web. Thirdly, Sect. 3 presents the
different benefits that both technologies may offer to the other. After that, Sect. 4
introduces the different scenarios that we have identified to combine blockchain
and Semantic Web. Finally, Sect.5 recaps our conclusions.

2 Preliminaries

In this section we aim at introducing the key-concepts of the blockchain and
the Semantic Web, as well as, the main characteristics of both. Our goal is not
to provide an in-depth description, instead we aim at describing only the key-
concepts to later explain on top of these the benefits and the scenarios.

2.1 Blockchain

The blockchain counts with several implementations each of which has some
differences, e.g. Bitcoin or Ethereum. Nevertheless, all these implementations
follow a common bottom line. The blockchain can be seen as a shared database
among several peers who validate its content without the intervention of a third
part. Some of the key concepts of blockchain are the following ones:

Definition 1 (Chain). The chain is a list of blocks. When a peer aims at
adding a new block a specific procedure has to be followed: the hash of the new
block is computed relying on the hash of the last block in the chain, then the
block is forwarded to all the peers who share the chain, and is included only
when the rest of the peers validate the new block. In addition, when something
is included in the chain it becomes immutable, and thus, that information is no
longer modifiable by anyone.

Definition 2 (Block). The blocks are the minimal storage unit of the
blockchain. They have some meta-data, like the hash of the previous block and
the current hash, and the actual data, i.e., their content. The content can be
expressed in multiple formats regardless if another block in the same chain used
a different one. Depending on the current implementation the meta-data may
change. In addition, the content of a block is limited to a maximum amount of
data that may change depending on the implementation, e.g., Bitcoin supports
up to 80 bytes [8] whereas Ethereum supports only 32 bytes [9].

Depending on the peers and the grants to read/write in the chain that they
have, three types of blockchains are distinguished:

— Public blockchain: any peer is able to read in the chain, even anonymously,
and write blocks in such chain.
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— Consortium blockchain: peers may only read the chain if an administrator
invites them, however, once invited, all the peers are able to write new blocks
in the chain.

— Private blockchain: peers may only read the chain if they received an invita-
tion from an administrator, in addition, further permissions must be granted
in order to write in the chain.

On the one hand, a well-known drawback in blockchain is its scalability,
blocks with large amount of data entails that a larger storage space is required,
and thus, the propagation of the block to the rest of the peers in the network will
be slower [2]. On the other hand, since the chain is shared by several peers and
the blocks are build relying on the previous ones the blockchain is more secure
than other data stores [10].

2.2 Semantic Web

The Semantic Web is an alternative to the classic Web of Documents that counts
with a stack of bespoke technologies [11]. The collection of Semantic Web tech-
nologies is large, following we present the more relevant ones and the key capa-
bilities that Semantic Web technologies support.

Definition 3 (RDF). The W3C has promoted a standardised formal language
called Resource Description Framework (RDF) [12], which allows to describe
data regardless the format used to express it. Data is expressed in form of triplets
in which the first and the second elements are known as subject and predicate,
respectively, and are URIs, and the third element is known as object, which can
be either a URI referencing a subject or a literal. The data expressed in RDF is
modelled as a graph.

Definition 4 (Virtual RDF). Data expressed in RDF is usually stored in a
file or a triple store. In the literature there are several proposals that relying on
that stored RDF produce on the fly new RDF data, which is called virtual RDF.
Another approach to generate virtual RDF is publishing RDF from heterogeneeus
datasources relying on specifications provided by users [13,14].

Definition 5 (Linked Data). The RDF data published following the principles
proposed by Tim Berners-Lee [15] is known as Linked Data. These principles
refer to a set of data quality requirements that the data must meet:

1. Use URIs as names for resources

2. Use HTTP URIs so that people can look up those names

3. When someone looks up a URI, provide useful information using the standards
(RDF, SPARQL)

4. Include links to other URIs so that they can discover more things

According to this principles two features must be remarked, on the one hand,
the resources are identified relying on URIs which are dependant on the domain
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name space (DNS) used to publish the data. This means that if the DNS changes
the name space provided, then the resources will no longer be identified by
these URIs nor retrievable. On the other hand, the data is stored following a
decentralised approach, however when consuming such data it will appear as an
unique dataset thanks to the links between datasets and the online availability
of the resources.

Definition 6 (RDFs and OWL). The W3C has promoted two formal lan-
guages to model data [16,17], i.e., RDFs and OWL. The use of this languages
aim at defining ontologies that are formal models. One of the characteristics
of the ontologies is the fact that they support reasoning over the data they
model. They allow to validate the consistency of data, or generate new data
that is not explicitly defined or stored by using reasoning mechanisms. There are
multiple standard ready-to-use ontologies in the literature for a wide range of
domains [18].

Definition 7 (Ontology mappings). Linked data allows to store data in dif-
ferent datasets, and, at the same time, thanks to the links consuming such data as
a whole. Ontologies have a similar mechanism known as mappings that allow to
relate one ontology to another [19], meaning that even if a local ontology is used
to define some data if the mappings ezists the same data can be automatically
modelled according to another ontology referenced by the mappings.

Definition 8 (SPARQL). The W3C has promoted a formal language to query
data express in RDF following an ontology [20], i.e., SPARQL. Assuming there is
an engine that reads all the data, then SPARQL allows to query and consume the
data from one dataset, or several datasets at once, i.e., SPARQL federation [21].

Definition 9 (Data shapes). In order to validate RDF data against a set
of constraints the W3C promoted a new language known as Shapes Constraint
Language [22], also known as data shapes. This language allows to specify a wide
range of constraints, from the structure that data should follow to how literals

should look like according to a reqular expression. In addition, the data shapes
allow to define some so-called SPARQL definitions that create virtual RDF.

3 Benefits

The work presented by English et al. [7] introduced namely one benefit that
Semantic Web offers to the blockchain, i.e., by using ontologies to model the
meta-data of the blocks practitioners may perform queries using SPARQL.
Unfortunately, such approach does not query the content of the blocks since
their data was not expressed in RDF, as pointed out by the authors. On the
other hand, the benefit that Semantic Web may find by using blockchain accord-
ing to English et al. is the following one: IRIs to identify resources in Semantic
Web depend on a DNS, by using blockchain technologies the identification of
resources can be relayed on the hashes of a blockchain that will point to their
related properties, achieving decentralise the domain name system (DNS).
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However, after analysing both technologies we have reached a richer and
detailed list of benefits. Considering the Semantic Web technologies, the
blockchain may find the following benefits:

1. One language multiple formats: RDF is not bounded to a specific format
therefore the data described following this standard can be expressed in
multiple formats, e.g., RDF/XML, JSON-LD, TURTLE. Blockchain may
rely on RDF to write the content of the blocks, using the format that suits
better a specific domain problem.

2. Model data following well-known standards: Semantic Web technolo-
gies like RDF, SPARQL, RDFs, or OWL are well-known W3C standards.
This entails that there is a global consensus which makes them reliable
and trustworthy. In addition, there is a large amount of standard ontologies
ready-to-use to describe the data of multiple domains easing the modelling
task for a given problem.

3. Linking of data: one of the properties that promotes RDF is to reference
data from other datasets by relying on links, obtaining as a result a global
view of the data although the storage of the different fragments is distributed
through the web. Linking data is a well-known, and largely address, challenge
in the Semantic Web community [23]. Blockchain may benefit from this
feature by linking the content of the blocks with external datasets, or even
with the content of other blocks in the same or in a different chain.

4. Multiple data models: ontologies count with mappings to relate their
properties and classes to other ontologies. This feature means that when
a blockchain relies on an ontology that has mappings to another ontology,
the data described with the former ontology can be translated to the model
of the latter automatically. This is specially suitable when data must be
modelled at the same time differently depending on who is consuming such
data.

5. Search over blockchain: assuming the blockchain relies on ontologies and
RDF to describe their meta-data and their content, then, practitioners may
use SPARQL to query the chain. However, this capability requires a third
part service that reads the blockchain and executes the queries.

6. Blockchain data and meta-data validation: once a chain relies on
ontologies and RDF it may benefit from the shapes to validate its data
and meta-data. The shapes report the errors in the model and the content
of a specific RDF document.

7. Blockchain consistency validation: the Semantic Web counts with rea-
soning engines that allow to check the consistency of the data. In this case
the blockchain should count with a third-party service to perform the rea-
soning and have its meta-data expressed relying on an ontology.

8. Virtual RDF': data expressed in RDF is not always stored, instead some-
times such data is generated on the fly. This generated RDF is known as
virtual RDF. One approach consist in using reasoning engines, which infer
new data. An alternative approach is to infer virtual RDF relying on data
shapes. Finally, another approach relies on graphs embedding that anal-
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yse the current data and create new knowledge relying on machine learning
proposals [24].

Virtual RDF services: Semantic Web counts with some engines that rely-
ing on specifications are able to translate on the fly data from heterogeneous
datasources into RDF [13,14]. A blockchain may benefit from this kind of
engines, known as virtual RDF services, by storing data in non-RDF formats
and relying on these third-party services to generate at the same time their
content in RDF.

Interoperability: relaying on semantic web technologies, and using stan-
dard ontologies to model data, both meta-data and content, the blockchain
becomes interoperable. Been interoperable means that an information sys-
tem is able to transparently interact with other interoperable systems, e.g.,
other blockchains, databases, or services. In addition, third-party systems
can discover interoperable systems and know how to access their data auto-
matically.

The benefits that Semantic Web may find by using blockchain are:

. Data decentralisation: on the one hand, the Semantic Web aims at storing

data following a decentralised approach, on the other hand, blockchain is
a decentralised data store. Therefore, Semantic Web may benefit from the
decentralised nature of the blockchain in order to store the data. In addition,
the fact that the chain is shared by several peers increases the data availability,
which normally depends only on one service.

Identifiers for RDF resources: one of the well-known benefits that
blockchain brings to the Semantic Web is the generation of identifiers that
do not depend on a DNS [7], e.g., Ethereum Name Service (ENS).

Data immutability: Semantic Web has been adopted by several public enti-
ties to provide open, accessible, and transparent data, e.g., open government
initiatives [25]. These scenarios require that data published and its prove-
nance can be trusted. One of the well-known properties of blockchain is that
once data is published it cannot be modified. This makes blockchain the per-
fect technology to be used in these scenarios. For instance, a Danish political
party in 2014 relayed on the immutability that blockchain offers to perform
its internal elections [1].

Data transparency and privacy: since blockchain counts with different
reading and writing permissions, the data stored is immutable, and informa-
tion is shared and decentralised. Thus, applications of Semantic Web that
alm at promoting transparency with privacy policies find in blockchain the
perfect technology to rely on. A clear scenario that may benefit from this
is the clinical data in which data is sensitive and must follow strict privacy
policies [26].

Crowdsourcing data: a large number of Semantic Web applications rely on
the participation of external entities, humans or machines. Public blockchains
bring the perfect technology for this kind of applications, since external enti-
ties will be able to publish data and at the same time, provenance, trust, and
transparency will be guaranteed.
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4 Semantic Web and Blockchain Scenarios

The Semantic Web consists of a set of technologies that focus on data, i.e.,
how is described, modelled, and linked. On the other hand, the blockchain is a
technology that aims at storing data and share such data among a set of peers,
who validate the content without the intervention of a third-party services. It
is clear that blockchain will benefit by storing or expressing its data using the
Semantic Web technologies, and on the other way around, the Semantic Web will
benefit from the blockchain due to the decentralisation and the data immutability
that this technology offers.

As far as we know, there is only one article that address some preliminary
ideas about how to combine these technologies, i.e., Ugarte [27], who presented
three scenarios in which Semantic Web and blockchain could be combined. Start-
ing from this article and analysing the state of the art, we have identified a total
of six different scenarios, which we explain in the following sub-sections.

4.1 Blockchain with Semantic Meta-data

This scenario is the first step to integrate Semantic Web and blockchain tech-
nologies. This show-case depicted in Fig. 1 consists of a chain of blocks in which
the meta-data is expressed following an ontology, and the content of the blocks
is expressed in a non-RDF format. Some ontologies have been proposed for this
purpose [28], however none is a standard yet.

(O Endpoint
<<reads>>
.................................. ............................................. . SPARQL SerVICG
” - - - —
SUSEEH INon-RDF | REAEES A [Non-RDF SUEEE M INon-RDF
Meta-data data Meta-data data . Meta-data data

- ~
Block 1 Block 2 Block N

Blockchain

Fig. 1. Blockchain with meta-data referencing an ontology

The main benefit of this scenario is that practitioners may perform search
queries considering the meta-data of the blocks. However this benefit requires
to have an external service that reads the blockchain and is able to process
SPARQL queries. For instance, with this benefit an user could search all the
blocks which hash follows a provided regular expression.

The main drawback of this approach is that only the meta-data of the blocks
is expressed using Semantic Web technologies. Therefore, in this scenario exe-
cuting SPARQL queries over the meta-data is the only feasible benefit from our
list.
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4.2 Blockchain with RDF Content

In this show-case the approach to combine Semantic Web and blockchain relies
on storing data in the blocks using RDF, as shown by Fig.2. This scenario is
complementary to the previous one. The content of the blocks may be expressed
in any format that RDF supports, e.g., JSON-LD or XML/RDF.

Block 1 Block 2 Block N

Blockchain

Fig. 2. Blockchain with RDF data

Assuming there is an external service that reads the blockchain and is able
to process SPARQL queries, then, in this scenario the blockchain obtains all the
benefits of our list. On the one hand, practitioners can execute SPARQL queries
over the content of the blocks and their meta-data, which were described using
an ontology. On the other hand, in case of having links to other data sources or
ontologies these links should be stored the chain.

The main drawback of this scenario has not been studied yet, as far as we
know. RDF formats like RDF /XML, JSON-LD, or TURTLE, are very verbose
and require large number of characters. On the contrary, the amount of data
that can be stored in each block is limited to a small amount of characters. As a
result, using RDF entails that the chain will contain a larger amount of blocks to
express the same information that could be expressed with a non-RDF format.
Having a large number of blocks that contain large amount of data may drop the
blockchain efficiency. As far as we know, authors have not presented a research
work that relies this scenario or analyses its feasibility in terms of efficiency.

4.3 Blockchain and Virtual RDF

This scenario consists in a blockchain and a virtual RDF service. Virtualisation
services take as input a data source, i.e., the blockchain, and generate RDF as
depicted by Fig. 3. Some services publish the data as a dataset and count with
a SPARQL query endpoint, others only generate an RDF dump that must be
stored in a triple store in order to query the data.

This approach counts with all the benefits that we reported without the prob-
lem that entails storing directly RDF in the blockchain. Most of the virtual RDF
services offer the capability of linking data and combining several data sources.
Therefore, links between data can be generate on the fly, or stored in another
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OSPARQL endpoint Q Dataset endpoint O Resource endpoint
[ Virtual RDF service ]
<<reads>> <<wr|tes>>
-
Meta-data |[NO""RDFIl| Meta-data |[Non- RDF Meta data Non-RDF
Data Data Data
Block 1 Block 2 Block N 1
Blockchain

Fig. 3. Blockchain with a Virtual RDF Service to publish its content

data source and combined with the RDF virtual data from the blockchain. Some-
thing similar can be done with the ontology mappings.

The main drawback of this approach is that requires to rely on a third-party
service to generate virtual RDF. As far as we know, authors have not presented a
research work that presents the results of any third-party service that generates
virtual RDF from a blockchain.

4.4 Blockchain with External Pointers

In this scenario there is a blockchain and an RDF dataset as depicted by Fig. 4.
The bottom line is to rely on the blockchain to uniquely identify fragments of
data from the RDF dataset, avoiding in this case the DNS problem. Set of triplets
from the RDF dataset that share the same subject will be related to a hash from
the blockchain [29], which will be an alternative identifier independent from the

DNS used to identify the URI of such subjects.
RDF RDF RDF
data data data

<<|dent|f|es>> <<identifies>>: <<identifies>> :
v S
Meta-data | [Non-RDF [l Meta-data | [Non-RDF Meta-data ||Non-RDF
data ) data e data
S\,
Block 1 Block 2 Block N 1
Blockchain

Fig. 4. Blockchain providing DNS-free identifiers for RDF fragments

In this scenario the blockchain does not obtain any benefit from the Seman-
tic Web technologies. On the other hand, the Semantic Web technology is the
one that benefits from the blockchain. The RDF data in this scenario has an
alternative identifier that is independent from the DNS, entailing that resources
are uniquely identified even if the DNS changes over time.
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4.5 Blockchain Referencing Another Blockchain

In this scenario there are two blockchains as depicted by Fig. 5. One chain is used
to identify RDF resources that are stored in the other chain following any of the
approaches reported in this section. As a result, in this scenario RDF data will
be immutable, transparent, and double identified (by the URIs and the hashes
of the first blockchain).

In this scenario the Semantic Web counts with all the benefits that we
reported from the blockchain.

Blockchain 1
Block 1 Block 2 Block N
-
Meta-data Non-RDF il Meta-data | |[Non-RDF Meta-data | |[Non-RDF
data data Tt data
o o N\ o |
: <<identifies>> : <<identifies>> i <<identifies>>
- : : :
Meta-data RDF Meta-data RDF Meta-data RDF
data data e data
-
Block 1 Block 2 Block N
Blockchain 2

Fig. 5. Blockchain providing identifying the RDF stored in another chain

4.6 Semantic Blockchain

This scenario consists of a forked blockchain implementation that is meant to
use Semantic Web technologies from the beginning, as depicted in Fig. 6. As far
as we known, there is no such implementation yet but considering the relevance
of the benefits that Semantic Web offers to the blockchain and vice-versa is likely
that one implementation will be proposed.

This approach will count with all the benefits that we reported, the ones that
the Semantic Web offers to blockchain, and the other way around.

(PSPARQL endpoint
[~
Meta-data | NOn-RDF || Meta-data | Non-RDF Meta-data | Non-RDF
data data Tt data
-
Block 1 Block 2 Block N
Blockchain

Fig. 6. Blockchain implementation relaying on Semantic Web
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5 Conclusions

Recently blockchain as become a relevant technology to solve a wide-range of
problems in different domains. Some researchers have expressed their interest
in combining blockchain with Semantic Web, since the former offers special fea-
tures to store data, and the latter is used to model and publish data. In this
paper we analysed the benefits that blockchain may offer to the Semantic Web
technologies, and vice-versa. In addition, we reported six different scenarios that
show how these two technologies can be combined, considering which benefits
they will gain and which drawbacks will have.!
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