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Executive Summary
Demand Response handling via distributed virtual nodes is a novel technology aiming at easier
grid handling, increased grid reliability and better serving customers’ power demands. To address
such issues DELTA introduces virtual nodes (DVN) that can be self-trained and adjusted to current
grid state, thus achieving better DR handling and dispatching.
DVN structures a layer of communication between Aggregator and FEIDs. This allows better
monitoring of the FEIDs providing the ability for micromanagement in the grid. The latter
combined with DVNs ability to self-train enhances DSS which in turn leads to better DR handling.
In the present report, the DELTA Virtual Node (DVN) is detailed. More precisely, the DVN
specific design and core functionalities are detailed. This document also explains implementation
aspects and the deployment process. Moreover, it presents the P2P Network that provides the
means for Aggregator, FEIDs and DVNs to communicate with each other shaping the DELTA
Multi-Agent network.
Each DVN agent, towards better handling DR events, is equipped with several tools as well AI
algorithms allowing it to auto adjust to grid’s Demand Response changes. Every tool is described
in depth, explaining underlying mechanisms that allow the DVN Agent to adequately handle DR
requests in real-time operation.
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1.

Introduction

1.1

Scope and objectives of the deliverable

This deliverable is associated with Task 3.2 of the DELTA project and delivers the DELTA Virtual
Node (DVN) Multi Agent System (MAS). The DVN Agent is a crucial component of the DELTA
framework as it delivers the DELTA implementation of the Virtual Power Plan (VPP) paradigm.
It is an intermediate between the DELTA customers it manages, which are equipped with FogEnabled Intelligent Devices (FEID), and the Aggregator that arranges and hanldes the DVN
Agents. Each DVN is responsible for handling a wide range of tasks for delivering a more reliable
and efficient Demand Response (DR) framework for small and medium customers.
The scope of this document is to detail the DVN MAS and its features. The objective of this
deliverable is to describe the functionalities of the DVN Agent functionalities, architecture and the
technologies employed.
1.2

Structure of the deliverable

The deliverable is structured as follows:
●
●
●
●
●
●
1.3

Section 2 introduces some relevant literature findings as related work.
Section 3 describes DVN core functionalities and architecture.
Section 4 is dedicated to the description of the DVNs core functionalities
Section 5 provides the details for the DELTA P2P Network and how it is
Section 6 describes the implementation and deployment process details, and finally
Section 7 concludes the report.
Relation to Other Tasks and Deliverables

This deliverable depends on the DELTA architecture defined through T1.2 Architectural Design,
Functional & Technical Specification, and follows the specific design delivered through T3.1
DELTA Virtual Node Infrastructure Layer Design. As the DELTA MAS utilizes the DELTA
Common Information Model and the DELTA ontology for information exchange, it is also
connected with T1.3 DELTA Ontology and Data Modelling Framework Definition. Similarly, due
to the use of the blockchain infrastructure and the smart-contracts services, this report is also linked
with WP5 tasks. Furthermore, this report is highly related with activities from T3.3 Energy/Social
Clustering for DELTA customers and T3.4 Fog-enabled Lightweight Intelligent Device at DELTA
Nodes, that provide services and data in regards to the DELTA customers.
The creation of each DVN depends on the segmentation process presented by T4.2 Energy
Portfolio Segmentation, whereas the final request per DVN is created by the DELTA Decision
Support System (DSS), which is implemented through T4.4 Decision Support System for the
DELTA supervisory engine.
Finally, as the DVN MAS will be part of the DELTA framework deployed at the pilot sites there
is a high correlation with WP7 activities. Subsequently, it is also highly related with WP8, in terms
of dissemination and exploitation endeavors.
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2.

Multi Agent Systems for Demand Response

Multi agent systems have been extensively employed for offering enhanced reliability in control
systems [1]. When focusing on DR schemes, MAS-based implementations have been selected
towards optimizing the communication among the various engaged stakeholders, while also
distributing (partially in most cases) the computation requirements for decision making processes
[2]. These attributes have led to the adoption of such architectures for DR services. In one of the
very first deployments of MAS for DR [3], the focus was already shifted towards the effective
interaction with the markets (market-based agent schemes [4]), but without analysing the actual
delivered power/energy. Similarly, in a recent effort to combine industrial and residential
customers, Golmohamadi et al. [5] presented a centralised MAS that optimises flexibility trading
based on dedicated market agents that take into account customer processes and needs.
Elaborating more on the actual customer capacity (non-market based), Karfopoulos et al. [6] have
demonstrated that MAS-based DR can adequately support the participation of individual
households in DR services. The authors also highlight the need for a highly dynamic decision logic
due to both the volatile nature of RES generation, as well as, the non-deterministic end-user
behaviour.
On an entirely different approach, Muthirayan et al. [7], to deal with agents that intentionally
inflate their baseline so as to receive better market prices, propose frequent reporting from every
agent in terms of baseline consumption and marginal utility forecasts. Even though this facilitates
creating actual benchmark values for assessing the customer's reliability, it does not address the
inherent problem of failed DR events, which are of course penalized. Towards that direction, recent
research has worked towards providing accurate forecast models for consumption and generation,
but also for prices and flexibility [8]. Emphasizing even more on the limitations introduced by
uncertain factors, such as RES volatility, end-user decisions or even poor real-time monitoring of
customers' assets [9], it has been identified that in none of the above findings the failure of
delivering the requested demand has been examined in real time operation for maximizing the
system's overall DR reliability.
The DVN architecture delivered aims towards increasing the overall reliability of DR requests
while serving small and medium customers through a highly dynamic implementation that is
explained in the following sections.
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3.

Virtual Node Functional Overview

3.1

Description

As presented in D3.1 the DVN layer extends the notion of Virtual Power Plants (VPPs) by
enhancing the segmentation of the energy portfolio available to the Aggregator through the use of
innovative and dynamically updated characteristics. The DVN maintains clusters of customers
based on relevant common characteristics. The DVN’s Multi Agent System (MAS) undertakes
various tasks. It creates and maintains profiles for customers that are assigned to it. The DVN’s
MAS is heavily involved in servicing, as optimally as possible, input DR signals. This process
may involve resources that are specifically assigned to one DVN, or, collaboration of multiple
DVNs to cover a variety of scenarios, such as when one or more assets fail to comply with their
target. This procedure is completely automated, based on well-defined protocols, and transparent
to the Aggregator. The DVNs provide real-time information to the Aggregator in regards to the
status of the customers assigned to them, as well as, various forecasting data to facilitate optimal
dispatch of the Aggregator’s Decision Support System (DSS). DVNs employ self-learning
mechanisms to adjust the data exported to the Aggregator in order to provide for increased
accuracy.
3.2

DVN Architecture

Taking into account the overall architecture of the DELTA framework design (Figure 1), the DVN
MAS lies at its core, offering the merits foreseen by the DELTA project by efficiently and
automatically unlocking the potential of small and medium customers.

Figure 1. DELTA overall Architecture.
Going further within the implementation of each DVN, each node is separated in two parts: 1) the
DVN HTTP Server providing the Web API for ingoing and outgoing communication, and 2) the
DVN Agent Backend which is composed by several threads taking care dynamically and
simultaneously the functionalities offered by the DVN MAS. Each thread is responsible for one of
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the several tasks mentioned in the previous subsection, allowing each task to be executed
separately, thus not blocking the execution of other tasks as also the HTTP Server.
Figure 1 below depicts DVN Agent Architecture. As it can be seen the HTTP Server, as well as
Backend tasks, store in the local DVN database any relevant data. An Event Loop Thread is
responsible for Time-based Events, regularly triggering the relevant task, while also feeding it any
necessary data from the database.

Figure 2. DVN Agent Architecture
3.3

Basic functionalities

The DVN Agent being an intermediate between Aggregator and FEIDs undertakes several tasks.
More specifically the basic processes of each Agent are:
1.
2.
3.
4.
5.

Monitoring and Profiling
Load and Generation forecasting
Energy/Social Clustering
Optimal Dispatch, and finally
Matchmaking (both intra and inter)

A high level technical representation of the main two parts of the DVN Agent are further elaborated
below, whereas all of the above functionalities are described in detail in Section 4.
3.3.1. DVN HTTP Server
The representational state transfer (REST) is the software architectural style of the World Wide
Web. It consists of a coordinated set of components, connectors, and data elements within a
distributed hypermedia system, where the focus is on component roles and a specific set of
interactions between data elements rather than implementation details. Its purpose is to induce
performance, scalability, simplicity, modifiability, visibility, portability, and reliability. The DVN
Agent provides a RESTful Web API containing the following endpoints.
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3.3.1.1.

Endpoints consumed by FEIDs
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3.3.1.2.

Endpoints consumed by other DVNs

3.3.1.3.

Endpoints providing clustering information

3.3.1.4.

Endpoints to register/handle FEIDs

These endpoints refer to both current DVN and also DVNs in the same section as the current
one.
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3.3.1.5.

Endpoints to handle DR Events

3.3.1.6.

Endpoints consumed by the Web UI of the Visualisation Kit.

As the DVN is a “hidden” layer for the Aggregator, its services are not meant to be completely
visible to the Aggregator’s UI. An example of the information that can be used by the Aggregator’s
UI for testing purposes is provided in the below figure. All DVN Agent components are
accompanied by respective endpoints to facilitate testing, and thus validation purposes, some of
which are included in Section 4.

3.3.2. DVN Agent Backend
As aforementioned, the DVN Agent Backend is composed of several tasks. Each task is executed
on a separate thread either in predefined and configurable time intervals (e.g. load forecasting
training and prediction, clustering, profiling) or after an event occurs (e.g. DR dispatch and DR
monitoring).
Event triggered tasks are mainly DR Event based and are executed when a new DR Event is
received by the Aggregator or created by the DVN. On the other hand, a scheduler undertakes
tasks that are executed in predefined time intervals. This scheduler is responsible to trigger each
task in a separate thread and start a new time interval for the next task execution.
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4.

DELTA Virtual Node Agent (DVN Agent)

This section presents in more detail the functionalities of the DVN agent.
4.1

Monitoring and Profiling

DVN Agent profiles registered FEIDs. More precisely each registered FEID regularly (e.g. every
minute) posts information to the DVN Web API. DVN stores this information for later use. The
provided data from FEID is:








power & energy consumption
power & energy generation
energy storage
powerflow (net balance between consumption and generation )
load forecast
power generation forecast
flexibility forecast (up and down)

Data described above is stored by DVN thus creating FEID’s profile. Furthermore, it is utilised by
DVN Agent to perform several tasks like clustering FEIDs, forecasting at the DVN level,
dispatching DR signals and more.
Also, DVN Agent is responsible for checking DR Events status. For this after dispatching DR
Signals and during the DR Event, it monitors FEID profile in combination with the DR Signal.
This way DVN Agent is able to determine DR Event progress and whether the final outcome
satisfies or not the initial DR. Moreover based on the DR outcome DVN re-evaluates FEID’s
reliability.

Figure 3. FEIDs’ information from one DVN through the Aggregator’s UI
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4.2

Aggregated Load forecast

The module of Load forecast is executed on a daily basis at midnight predicting the load
consumption until the end of the day based on historical data. The historical aggregated load
consumption of the FEIDs that belong to each DVN is used as input. Day ahead load forecast is
considered a multi-step time series forecasting problem [10], thus multiple models for each time
horizon are developed (Direct MultiStep Forecast). Except for the aggregated load consumption,
time features (hour, day, month, year) and temperature are also used as additional features in order
to capture the seasonality and improve the efficiency of the module.
The Load forecast service is executed after a three-step procedure:
● Data Cleaning
○ Detecting missing values and filling the gaps (pad, interpolation, etc.)
○ Drop the outliers
● Training
○ Train every model for each horizon step
○ Save the models
○ Test the models
○ Metrics that are used (SMAPE, MAPE, RMSE)
● Real Time Forecast
○ Fetch real time data of previous day
○ Load the models for each horizon step
○ Get the day ahead predictions
For the improvement of the day ahead forecast module, a short-term forecast is deployed and
follows the same logic as day ahead forecast. Τhe main difference between the two modules lies
in the fact, that short term forecasting is based on the immediately preceding measurements and
not on the measurements of the previous day. Updated weather forecast is also taken into
consideration. Short term forecast module is executed on an hourly basis, giving a two-hour ahead
prediction, based on the same input features as the day ahead forecast module.
Regarding the algorithms that were used for the training of the models, decision trees algorithms
were utilized. More particularly the Extreme Gradient Boost (XGBoost), a lightweight, fast and
flexible algorithm that implements the gradient boosting tree algorithm [11] was the algorithm
with the best performance. A more detailed explanation of the algorithmic implementation and the
mathematical formulation behind the load forecasting engine will be delivered in D3.4, as it was
also used for forecasting the load behaviour of an individual customer. As expected, aggregated
load consumption is easier to be predicted, as it present less deviations within the day.
For testing purposes, a visualisation interface has been also created for allowing testing and
validation of the tool at both customer and DVN level. Part of the DELTA Visualisation Kit the
interface developed demonstrates load forecast in two integrated tools.
The first one illustrates load forecasting trained model scores (RMSE, MAPE and SMAPE) as also
a graph comparing real measurements and the predicted for a specific time period. The tool
provides results on both FEID and DVN level. The figure below portrays the relevant Visualisation
Kit UI with a sample input and output on DVN level.
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Figure 4. Forecasting Training testing interface through the Aggregator UI.
The second tool compares DVN aggregated load measurements collected from FEIDs with
aggregated DVN load forecasting. The following figure illustrates an example result of the
Visualisation Kit forecasting aspect provided.

Figure 5. Forecasting Execution testing interface through the Aggregator UI.

4.3

Aggregated Generation forecast

The generation forecast module is executed on a daily basis at midnight predicting the production
of the PV installation for the next day. Analytical methods (physical models) and artificial
intelligence (machine learning models) were used in order to predict the generation. Initially, the
physical model achieves the generation forecast through equations that derive from the
photoelectric effect and extensive material science based on the following parameters:
● Forecasted weather conditions
○ temperature
○ wind speed
○ total clouds
● PV configuration
○ Tilt and azimuth angle
○ Number and type of PV modules
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○ Inverter type
● Location of PV installation
○ longitude
○ latitude
○ altitude
○ azimuth
○ elevation
Machine learning techniques were developed in order to improve the analytical method’s PV
output. Error correction models were developed, derived from the intuition that forecasting errors
follow some certain patterns. Two types of errors were detected:
● Clear sky error
● Cloud coverage error
The clear sky error can be related to many reasons, such as incorrect selection of photovoltaic
models or deviations in the tilt and azimuth angles. Additionally, forecasted weather conditions
always contain some error even in actual clear sky conditions. All the above reasons introduce a
significant error between the forecast and actual generation. As for the cloud coverage error, it
results from the limited accuracy due to the weather’s stochasticity, especially on cloudy days.
Therefore, two machine learning models were developed for the two correction errors respectively.
Regarding the training of clear sky model, the days that corresponded to actual clear sky conditions
were isolated. According to the literature, clear sky conditions can be considered when the total
cloud coverage is less than 10 percent. Azimuth, elevation and the output of the analytical model
are the three input features used during the training phase having as target the actual generation.
Respectively, the input features for the cloud coverage error are azimuth, elevation, total cloud
coverage (>10 percent) and the output of the analytical model recalibrated by the clear sky model.
Concerning the implementation of the machine learning models, decision trees algorithms were
deployed in this case as well. XGBoost had the best performance among all other methods
according to the error metrics (RMSE, MAPE, SMAPE). More information regarding the
implementation will be detailed in D3.4 as this tool was originally designed taking into account
the information provided from each customer at FEID level. Nevertheless, indicative results and
the detailed mathematical formulation can also be found in the accepted conference publication
for the MEDPOWER conference1 [12].
4.4

Energy/Social Clustering

The advent of small/medium customers in energy markets and their participation in Demand
Response programs, demands a good understanding of their general profile and their needs. In that
way, aggregators are in position to generate DR price/incentive based strategies and at the same
time to serve instant DR signals with the most efficient way. The Social/Energy Clustering
algorithm not only identifies customers’ segments with common social and energy behaviour, but
it also provides meaningful statistical measurements (mean value, variance) for each group as it
has been established.
Social/Energy Clustering is a two-step procedure that includes both energy and social analysis.

1

http://medpower2020.org/
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● The individual role of Energy Clustering concerns the identification of patterns in groups
of FEIDs with common flexibility behaviour during the day, having as main objective the
facilitation of DVN Multi Agent system to manage and select the assets (FEIDs) that are
the most valuable DR participants. The proposed methodology describes: the incorporation
of reliability metric to flexibility measurements, the removal of outlier data, the
transformation of time series to frequency through Continuous Wavelet Transformation
method and finally the application of Affinity Propagation algorithm to pre-processed data.
● Social analysis associates with the social engagement of users in the DELTA forum
through an indicative metric that is estimated and described in D3.3. This metric takes into
account the interaction of users on several topics and their responsiveness in the DELTA
forum, in order to evaluate their intent to be active members of DR programs.
4.5

Optimal Dispatch

Every DR signal at DVN level must be broken down to a series of dynamic setpoints dispatched
to all eligible FEIDs of the DVN. Though this could be achieved with a simple rule-based
algorithm, CERTH has developed a novel optimisation scheme, which aims towards not only
satisfying the incoming DR, but also minimising the respective actual and virtual costs associated
with the DR completion.
The basis of the algorithm is the modelling of each operational FEID as a unit of flexibility, which
is composed of a series of virtual Distributed Energy Resources (vDERS). These can be upwards
and downwards load flexibility, energy storage systems (ESS, e.g. Li-ion batteries), small
controllable photovoltaic units (PV), wind turbines (WT), etc. The objective function aims towards
minimising the overall cost at DVN for the completion of the DR. The associated costs for each
vDER consists of the Levelised Cost of Electricity (LCOE) of the actual units (i.e. PV, ESS, WT)
and a virtual cost for the upward/ downward load flexibility which is calculated according to the
reliability of each FEID. Given the different levels of abstraction as introduced by DELTA, the
LCOEs are calculated according to typical values of investment costs, unit operation and losses.
A series of constraints are formulated in order to respect the limitations of each vDER and also the
DR satisfaction.
The Optimal Dispatch module currently supports 4 subtypes of DR requests:
● LDe: load dispatch - explicit DR
● LDi: load dispatch - implicit DR
● TOUe: time of use - explicit DR
● TOUi: time of use - implicit DR
In both LD schemes, a setpoint (algebraic value, expressed in Watts) must be satisfied throughout
the entire duration of the DR signal. This will be achieved in an explicit manner, meaning via
direct control of loads, ESS, PVs, WTs, or in an implicit way, via prompting the users to increase/
or decrease their consumption. In TOU schemes, there is no specific goal that needs to be met; the
optimisation algorithm aims towards minimising the overall DVN consumption in times of high
prices, and increasing it in times of low prices. Similar to LD schemes, TOU can be implemented
in an explicit or implicit manner. As future work, relative setpoints (ΔP) will also be included in
the supported DR schemes.
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Implementation-wise, Optimal Dispatch is written in Python 3.7, whilst its core, i.e. the
optimisation problem, is formulated using mixed-integer linear programming (MILP). The MILP
solver selected is the COIN-n-branch (CBC) solver2, a very fast and accurate open-source solver
for linear, integer and mixed-integer programming optimisation problems. Currently, Optimal
Dispatch is available in a python library format, fully developed by CERTH and configurable to
any DELTA setup.
Input - from DVN Agent:
● list of operational FEIDs
● mapping of the DVN database
● DR signal
○ type
○ LD setpoint (if any)
○ TOU pricing (if any)
● time resolution
○ minute-long, or quarter-long resolution
● desired accuracy (default option: 0.5W)
Input - from DVN Database:
● consumption forecast for each FEID
● production forecast for each FEID (if any)
● last measured value of overall FEID ESS (if any)
● load flexibility forecast
● real-time pricing (RTP)
● the profile of each FEID
○ FEID ID
○ customer type (consumer or prosumer)
○ customer DR type (implicit or explicit)
○ availability (true or false)
○ reliability (ranging from 0, low to 1, high)
○ installed load
○ installed PV (if any)
○ installed ESS (if any)
○ contracted power (e.g. in Greece, it is 8kVA for 1ph houses and 20kVA for 3ph
houses)
Output:
● Setpoints (in W) timeseries, with the given resolution (e.g. 1 minute, 15 minutes etc.), for
each FEID that is available and profitable to operate during the given DR.
Similar to the Load forecast, an interface was implemented through the DELTA DR Visualisation
Kit, for testing and validating the Optimal Dispatch service as illustrated in the image below.

2

https://github.com/coin-or/Cbc
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Figure 6. Optimal Dispatch testing interface through the Aggregator UI.

4.6

Intra-Matchmaking

The module Intra-matchmaking is triggered during a DR event, when one or several FEIDs within
the DVN fail to reach the dispatched setpoint. This module is triggered during all DR signal types
described in subsection 4.5. Intra-matchmaking is essentially an expanded version of the Optimal
Dispatch module, with the following differences:
a) all FEID-related forecasts are adjusted according to the latest measurements of the total
FEID consumption and production (the latter, if applicable),
b) the rest of the FEIDs that have not failed are required to compensate for the aggregated
power that the failing FEIDs did not deliver.
An initial implementation for delivering the desired outcome is depicted in Figure 7, when the
active period of the DR event begins. As illustrated, the agent first invokes its ``Monitoring and
Profiling'' component. On a high-level, there are two constraints that should always be met. First
and foremost, the individual powerflow measurement reports of the customers that are directly
involved in the servicing of the DR event should comply to the setpoints that were output by the
agent's ``Optimal Dispatch'' component. Second, the aggregated powerflow of the agent should
comply to the setpoint of the initial DR request. Clearly, the second invariant involves also
monitoring the powerflow reports of customers that are assigned to the agent, but are not involved
in the DR request itself directly. If none of the aforementioned constraints is violated during the
active period of the DR event, the agent will update the reliabilities of the FEIDs (Virtual End
Nodes – VENs) that were directly involved in the DR event, issue a successful completion report
to the Aggregator and terminate the monitoring process.
In cases where at least one of the powerflow constraints is violated, the agent will first invoke the
``Intra'' branch of the matchmaking algorithm, i.e. it first attempts to utilize the other customers
that it manages to make up for the excess/shortage. Mitigating failures during the active period of
a DR event imposes, in addition, the following time-related constraints. First, as OpenADR allows
for intervals that lie in the order of seconds, a procedure must be employed that, apart from
accurate, is computationally lightweight. Second, there needs to be enough time for the agent to
engage in OpenADR's ``EiEvent'' (for more details on the DELTA ontology the reader is requested
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to refer to D1.7 or to the respective repository3) service protocol with the candidates that will cover
the excess/shortage.
To address these time-related constraints for the ``Intra Matchmaking'' case, a simple strategy is
employed to calculate the weighted mean (𝑓̅𝑖 ) and standard deviation (𝜎̅̅̅
𝑓 𝑖 ) of the error of the
𝑖
deviating customer's forecasted timeseries (𝑓𝑡 ). Based on the calculated errors, we adapt these
timeseries, for each time interval t, by multiplying them with the customer's reliability (𝑟𝑖 ), as
illustrated by the following equation:
𝑓𝑡𝑖′ =

𝑓𝑡𝑖 − 𝑓̅𝑖
∙ 𝑟𝑖
𝜎̅̅̅
𝑓𝑖

where i is the deviating customer.
Next, the agent evaluates whether there are other customers (𝑗 ≠ 𝑖, ∀𝑗) that can deliver, for each
time interval t, the computed excess/shortage, which is captured by the following equation:
𝑁

𝑓𝑡𝑖′

𝑗

≤ ∑ 𝑓𝑡 ∙ 𝑟𝑗
𝑗≠𝑖

where N is the agent's total customers.
The list of candidate customers (if any) is sorted according to their reliability (𝑟𝑗 ), and the new DR
requests are dispatched. The above (along with the initial inter-matchmaking process) have been
accepted for publication at the SpliTech 2020 conference4 [13].
To further improve the efficiency of the described functionality, some additional aspects have been
incorporated. In order to adjust each FEID forecast (i.e. baseline consumption, load upward and
downward flexibility and production), a specific procedure is followed: firstly, the measurements
since the beginning of the day (00:00:00 local time) are collected. Afterwards, the calculation of
the error (in timeseries format) between the forecasted and actual values is estimated. Both
forecasted and actual values are divided into two clusters. The lower value clusters isolate the
forecasted and the actual base load respectively. Their subtraction represents the current day’s
deviation from the forecasted base load. Finally, the remaining forecast is calibrated based on the
base load deviation calculated above. Essentially, the above tool captures the user’s behaviour
from the beginning of the day and tries to modify the load forecast in order to adapt to the current
day’s conditions.
The input and output of intra-matchmaking module are similar to Optimal Dispatch module; all
Optimal Dispatch input is required with the addition of the latest consumption and production (if
applicable) measurements.

3
4

http://delta.iot.linkeddata.es/interfaces.html
http://2020.splitech.org/
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Figure 7. DR Monitoring and Intra matchmaking flow diagram.
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5.

DELTA Virtual Node Multi-Agent System

5.1

Peer to peer network

A peer-to-peer (P2P) network is a connection of two or more devices (nodes) with an architecture
destined for the exchange of information between them using any data format and model [14].
There are different P2P networks that can be classified according to their degree of centralization
[15]: centralized (all the information exchanged is done through one server), distributed (widely
adopted, consists of nodes that act as client and server, and thus, there is no central server) and
hybrid (similar to the centralized type but the network can have one or more servers for the
exchanged of data).
In the DELTA platform, a hybrid P2P network has been implemented relying on the OpenFire
server5, which acts as communication broker. This server keeps record of all the users that can join
the network and is the authority that enables or disables nodes to exchange data. The OpenFire
server is not a centralized authority due to the fact that multiple OpenFire servers can be deployed
and behave as one providing fault tolerance mechanisms, scalability in the number of nodes that
can join the P2P network, and decentralization in deployment [16]. To increase the network
security the OpenFire server used in DELTA relies on communication encryption certificates for
exchanging data, as well as, mutual authentication certificates that are mandatory in order to
authenticate the nodes [14].
In the P2P network developed for DELTA, the nodes are divided between two roles: the
administrators (OpenFire servers) and users (nodes that join the network). In DELTA two kinds
of users can join the network: infrastructure nodes (the DELTA Aggregator and the Virtual
DELTA Nodes) and customer’s nodes (the DELTA FEIDs). The former nodes rely on virtual
infrastructures, whereas, the latter are physical components that are installed in a customer
premises. Each of the previous nodes has a special sub-component in charge of ending and
receiving data through the P2P network using the CIM. In the case of the Virtual DELTA Node,
the Multi-Agent system is the sub-component in charge of such functionality.
The Multi-Agent system is responsible for each group of customers (FEIDs) who share certain key
characteristics (in addition to the type of user, there are other factors such as similar consumption
levels, the same type of energy in the building, etc.). This sub-component communicates with the
assigned FEIDs in order to handle their configuration parameters and sends or receives demand
response signals or report status. In DELTA, the CIM is the sub-component that allows
infrastructures to join the peer-to-peer network and exchange data. Considering that all the
communication of the DELTA Virtual Node is performed through the CIM and by the Multi-agent
system, the following communication interactions are expected:
● A customer modifies one of its basic characteristics and his or her FEID reports this
behaviour to the DELTA Virtual Node, for example, by consuming more energy. In this
case, the Multi-Agent reassigns the client to another group and, consequently, to another
DELTA Virtual Node that is more suitable to satisfy the demand-response associated to
the new behaviour of the FEID.
● Based on customer profiles and energy data sent in real time by the FEIDs, the Multi-Agent
systems handle Demand-Response signals from their customers following a top-down
5

https://www.igniterealtime.org/projects/openfire/documentation.jsp
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approach. According to this top-down approach, the first node specifies a basic model and
each node adds additional information until the model is complete and can be validated.
However, this is not limited to FEIDs, the Multi-Agent systems also send demand response
signals to the Aggregator or other adjacent Virtual DELTA Nodes for the auto-balancing
process, adopting a bidirectional demand-response policy.
In order to prevent the aggregator to be involved as much as possible, the Multi-Agent systems of
the Virtual DELTA Nodes are able to find solutions through a matchmaking method, until the
involvement of the Aggregator can no longer be avoided.
As previously explained, the Multi-Agent systems have to perform a set of management operations
through the P2P network. For instance, when a user changes physical location of the FEID, the
node must generate new certificates in order to be authenticate in the P2P network and in all
likelihood be assigned to another Virtual DELTA Node. Agents must use the OpenFire service in
order to create, modify, consult or delete certain user, groups or certificate parameters To help
agents for this purpose, a P2P network Manager (section 245.2) have been developed.
5.2

Interoperability modules

In the context of DELTA, an API has been developed to manage the capabilities and operations
supported by the P2P network. This API enables the Multi-Agent systems of the Virtual DELTA
Nodes, and the other sub-components from the Aggregator and FEIDs in charge of the
communication, performing CRUD (Create, Read, Update, and Delete) operations over the peerto-peer users, their communication groups (allowing attaching or detaching users to such groups),
as well as, issuing authentication certificates related to the users, which can be created, assigned,
or detached from the P2P users. The API implements the following functionalities depicted in
Figure 8:

Figure 8. OpenFire Web API general functions
● Certificates (Section 5.2.1). Used to assign or delete PEM certificates to the nodes.
● Groups (section 5.2.2). Allows to create, manage, and delete groups.
● Login-controller (section 5.2.3). The operations contained in this category allows the node
to connect or disconnect from the API.
● Open-fire-local-users-controller (section 5.2.4). Provides a token-based security
mechanism to secure client-server communication.
● Users (section 5.2.5). Used to create, modify and delete users.
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Although, OpenFire already exposes a Web interface to manage the P2P network, similarly to how
the implemented API performs this task, the security of the network can be compromised. Anytime
a new FEID is installed, a technician must generate valid associated credentials (username,
password, and certificate). Due to this reason the OpenFire Web API should be exposed to Web,
allowing malicious users to attack the server directly and having the total control of the network.
To prevent this, in DELTA a wrapper API has been developed that allow nodes in the network
perform a sub-set of all the available tasks in the OpenFire Web API. Following this approach,
even if the security is compromised, only a set of operations that do not compromise the integrity
of the network are available. Additionally, in deliverable 5.3 a set of security monitoring contra
measurements are reported to detect or prevent this kind of attacks to the API. As a result, the
OpenFire Web API is restricted to the Internet and, therefore, possible security attacks.
5.2.1. Certificates
Figure 9 shows the main operations related to the certificates that the OpenFire Web API
implements. These certificates are useful to authenticate users, prevent unauthorized users, and
encrypt the data being exchanged. The operations depicted by Figure 9 implement the following
functionalities:
● DELETE /api/certificate Deletes a certificate. The input parameter is a user. This
certificate is deleted when the user has an invalid certificate, the user is blocked from the
network or any other reason.
● GET /api/certificate Checks if the selected user has a certificate to verify that the user has
a valid certificate properly assigned. The input parameter is a user.
● POST /api/certificate Imports a certificate for a specific user. The input parameter is the
user and the certificate in PEM format.

Figure 9. OpenFire Web API certificates.
5.2.2. Groups
Figure 10 shows the main operations of the API regarding the groups. Groups are used to establish
restrictions on communications based following an Access Control List (ACL) approach. An ACL
is a list that determines the appropriate access permissions for a given object 6. In the context of
DELTA, the ACL specifies which nodes are granted to share data with other nodes based on their
groups, so that a node belonging to one group may or may not communicate with another user in
a different group. The group operations shown in Figure 10 implement the following
functionalities:
● DELETE /api/group The selected group is removed and with it, the node’ memberships,
and ACLs. The input parameter is a group.

6

https://tools.ietf.org/html/rfc4949#section-4

Page 25

H2020 Grant Agreement Number: 773960
Document ID: WP3 / D3.2

● GET /api/group Returns the information from nodes and administrators of a group. The
input parameter is a group.
● POST /api/group Create a group. The input parameter is the group name and description.
● PUT /api/group Update a group description. The input parameter is the group name and
description.
● DELETE /api/group/user Deletes a user membership from a group. The input parameter
is the group name and the username.
● POST /api/group/user Gives a user a group membership as a user or administrator. A
node can join one or more groups. The input parameter is the group name and the username.

Figure 10. OpenFire Web API Groups.
5.2.3. Login
Figure 11 shows the main operations related with the login in the REST API. A previously
registered node can login to use the functionalities provided by this REST API or logout from the
system. Each functionality depicted in Figure 11 are explained below:
● POST /api/login Connects a node (other account than nodes in the P2P network) to the
REST API. The input parameter is the username and the password.
● POST /api/logout Disconnects a node from the REST API. There is no input parameter
(the logged-in node is disconnected).

Figure 11. OpenFire Web API Login
5.2.4. Tokens
Figure 12 shows the main functions of the API about the security of the API-REST. For security
reasons, each user have assigned a JSON Web Token (JWT). JWT is an access token that enables
identity and privilege authentication7. The token is signed by the Management API server’s key,
so the server and nodes are both able to verify that the token is valid. This token is valid for a
certain time before it becomes invalid. The operations presented in Figure 12 implement the
following functionalities:
7

https://jwt.io/introduction/
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● DELETE /api/user/token Deletes an existing node registered in the REST API (not in the
P2P network). The input parameter is the username and the token.
● GET /api/user/token Creates a token for an existing user that was previously registered.
● POST /api/user/token Creates a token for an existing node registered in the REST API.
The token has a period before it becomes invalid. The input parameter is the username and
the minutes that the token will be valid.

Figure 12. OpenFire Web API User Tokens.
5.2.5. Users
Figure 13 shows the main operations of the API regarding the users of the nodes, which are
explained below:
● DELETE /api/user Deletes a user. The user is deleted and with the user, its group
memberships, and certificates. The input parameter is the username.
● GET /api/user Retrieves all the information about a user (groups, email, username,
name...). The input parameter is the username.
● POST /api/user Creates a user with the basic parameters (email, name, password and
username) or a complete username (with the encryption and authentication certificate too).
The input parameter is the user email, name, password, username, encryption certificate
and authentication certificate.
● GET /api/user/certificate Returns the users in the P2P network and verify if each user has
a valid certificate. There is no input parameter (all the users in the P2P network are
returned).

Figure 13. OpenFire Web API users.

5.3

Semantic Interoperability modules

One of the main challenges that the DELTA platform faces is implementing a set of mechanisms
to enable semantic interoperability. Semantic interoperability is the capability of a system to
transparently exchange data with others and transparently understand and consume such data. In
DELTA, although the Aggregator, the Virtual DELTA Nodes, and the FEIDs are bespoke
components developed in the context of the project in real-world deployments other external
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components could be plugged to the DELTA platform to act as FEIDs. For this purpose, a semantic
interoperable architecture is required, especially considering that there are numerous demand
response initiatives, which rely on components that use heterogeneous protocols to exchange data
and heterogeneous data formats and models.
Since all the communication in DELTA flows through the CIMs, these components were
developed to support a set of modules that automatically translate the protocol, format, and models
used to exchange data. These modules are known as semantic interoperability modules. These
modules are especially endowed for the Virtual DELTA Nodes, specifically their Multi-Agent
systems, and the FEIDs since those are the components that may exchange data outside the DELTA
specification.
For instance, a DELTA deployment may have a Virtual DELTA Node that has assigned a set of
FEIDs (which are compliant with the DELTA specification) and a few VENs (Virtual End Nodes)
deployed that act as FEIDs; the VENs are gateways developed following the OpenADR
specification. Therefore, the components developed following the DELTA specification exchange
data through the peer-to-peer network using locally the HTTP protocol to communicate with the
CIM and then XMPP between CIMs, JSON-LD format and the DELTA Ontology as data model.
On the contrary, the VTN (Virtual Top Nodes)exchanges data using the HTTP protocol locally to
the CIM, but the data format is XML and the data model the OpenADR schema. Figure 14 below
shows how to interconnect these components.

Figure 14. CIMs interconnecting DELTA components and OpenADR.
As it can be observed all the communication flows through the CIMs, which makes them appealing
to implement these interoperability modules. The interoperability modules are loaded dynamically
when configuring the CIMs (as depicted below), once setup, all communication flowing through
a specific API is automatically translated.
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Figure 15. Interoperability modules configuration in the CIMs.
Developing the semantic interoperability modules can be done without modifying the code of the
CIMs, and by external entities. This functionality eases the development and deployment of new
interoperability modules. Internally, these modules follow a data translation technique, similar to
the one proposed by Cimmino et al. [17]; the technique consists of developing a translation
mapping that contains all the necessary information to adapt the original protocol, data format, and
model, to an another protocol and translate the data into RDF using an ontology.
5.4

Inter-Matchmaking

The Inter Matchmaking algorithm is invoked in cases where the ``Intra'' branch fails to handle the
excess/shortage of powerflow internally. It receives as input the amount of excess/shortage, which
was calculated previously. In order for the agent to be able to come to a decision regarding which
other fellow agent(s) (i.e. the DVNs in the same section that are not and will not be executing
within the time horizon of the DR request in question) it should dispatch DR requests to, it requires
data pertaining to their individual aggregated forecasted flexibility (following a process that is
concise with the algorithmic logic of the Optimal Dispatch and Intra-matchmaking modules).
However, communicating this information during the active period of a DR event would impose
additional time constraints. This is eliminated by having the agent pre-emptively query its other
fellow agents prior to the start of the DR event's active period.
As illustrated in Figure 16, each agent maintains a local perception of the reliability of other fellow
agents in the context of DR events. Assuming the ``Inter Matchmaking'' algorithm finds a feasible
solution to handle the excess/shortage, it dispatches the DR requests to the selected fellow agents
(DVNs). From here on, the selected agents follow the same flow that we have described in previous
sections.
As noted, Inter matchmaking requires several pieces of information in order to be able to suggest
a solution. This information is provided by both the Aggregator and the DVNs in the section as
the current DVN where Inter-Matchmaking will be triggered and executed. More precisely:
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Input timeseries from Aggregator:
● consumption. generation, flexibility forecasts at DVN level
● all scheduled DR events in the upcoming minutes
Input timeseries from each DVN in the same section:
●
●
●
●
●

power consumption
power generation
load forecasts
generation forecasts
flexibility forecast

Figure 16. Inter-Matchmaking Flow Diagram.
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6.

Implementation and Deployment Procedures

6.1

Components integration

The DVN Agent is composed of several components and modules responsible for several tasks as
described in subsection 2. To ease the development process of DVN components and their
integration each component is developed separately on its own git repository, while the DVN
Agent has its own git repository. Thus allowing development of new features and capabilities of
the component without impeding DVN Agent development and deployment. Moreover,
components can be designed and used as distinct tools. Each component exposes its own API that
the DVN Agent can utilise to perform the relevant task.
In the DVN Agent git repository each component is added as a git submodule. The latter can be
considered as a nested git repository and is a widely used methodology to integrate third party
codebases. Whenever a new component version is available the relevant git submodule is simply
updated.
6.2

Deployment

To ease the deployment of the DVN Agent and also taking into account that several instances of
the DVN Agent are expected to be deployed the DVN Agent runs as a docker image. More
precisely the deployment is taking place in three steps.
1. Build docker image.
2. Transfer docker image to the server(s) where the application will be deployed,
3. Create container(s) from the relevant image.
Note that the same process is followed in order to update the DVN Agent to a new version.
Furthermore, the same process, skipping step 1, can be used by the Aggregator in order to deploy
a new DVN Agent if and when needed.
6.3

Testing and Code Quality

Testing ensures code quality of the application and well established functionality. Taking into
account that DVN Agent is an intermediate between Aggregator and FEIDs and the various tasks
it undertakes, testing DVN Agent is crucial.
DVN Agent is a Python application that provides a RESTful WEB API. Moreover it undertakes
several tasks that are executed at regular intervals e.g. monitoring and profiling, clustering, etc.
Therefore, the pytest test framework (https://docs.pytest.org/en/stable/) is used to write the tests.
Functional tests are written for the RESTful API and integration tests for DVN Agent’s
components.
Note that testing DVN Agent is work in progress. Also note that tests are added, deleted and
modified as part of the development process according to the needs and requirements.
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8.

Conclusion

The present deliverable introduces in detail the DELTA Virtual Node (DVN) as well as the P2P
network through which they communicate, forming the DELTA MAS.
In general, a novel dynamic distributed multi-agent system has been presented, based on the
OpenADR standard. Both in terms of computation and business logic, the introduced MAS covers
a wide range of customers, both in terms of size (small, medium, large) and type (consumers and
prosumers). Apart from the Optimal Dispatch of OpenADR requests to customers, one of the core
novelties of the DVN Agent revolves around the design of a two-stage matchmaking algorithm
that can resolve failures during the active period of a DR event. Based on a dynamic reliability
index for either customers or other agents, each agent is able to resolve any potential failures either
internally (Intra-Matchmaking), or externally with other agents (Inter-Matchmaking),
respectively.
Combined with the forecasted capabilities and the advanced security offer by the P2P network the
MAS design presented is envisioned to improve significantly the success rate of DR events, hence:
i) ensuring DR and, therefore, the grid’s reliability, ii) minimising distribution and transmission
losses and, iii) diminishing market risks.
Through the DELTA pilots, and activities of WP7, the proposed implementation will be deployed
in real-life conditions to evaluate and validate the expected benefits.
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